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OVERVIEW : Why Security Operation Center?

= Cyber Threats

* Constantly evolving, i.e., APT attacks, Ransomware virus, etc

* Emerging unknown attacks, i.e., 0-day, 1-day, etc

m Individual organization
« low IT budget, especially information security
« Lack of highly experienced security operators
« Difficulty in managing security Infra. & Policy, etc

m Centralized Security Operation Center
« 1) Cost-effective
> 1 security center covers many organizations
« 2) Highly experienced security operators
» Collaboration with other centers, CERTs, etc.
« 3) Apply united security policy
> IDS/IPS, Firewall, etc
« 4) Provide total security service

» Monitoring, Analysis, Response, Consulting, etc.
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OVERVIEW : KREONET Cyber-Threat Response Framework

m Science & Technology Cyber Security Center (S&T-CSC) Since 2005

» Taking charge of cyber security service for 61 Korea government-funded organizations.
= eX.: KISTI, KAIST, GIST, ETRI, KIST, etc

* Security Operation Center(SOC) based on KREONET (Korea Research Environment Open NETworks)

= Real-time monitoring, analysis and response for cyber threats
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OVERVIEW : History of S&T-CSC

The year 2005

Beginning of S&T-SEC

* Security Targets : 10 Institutes

* System : Threat Management
System (TMS)

* Security Targets : 20 Institutes
* System : TMS
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2007

* Security Targets : 25 Institutes

* Systems : TMS (25 Institutes), Security
Monitoring Analysis and Response soluTion
(SMART) (10 Institutes)

* Security Targets : 38 Institutes

* Systems: TMS (38 Institutes),
SMART (28 Institutes)

2008

2009 =~ 2010

System stabilization

* Security Targets : 39 Institutes

* Systems : TMS (38 Institutes),
SMART (28 Institutes)

2011 = 2023
Expanding S&T-CSC

* Security Targets : 190 Institutes
* Systems : TMS(190 Institutes), SMART(26 Institutes)
- KREONET based Security Monitoring



OVERVIEW : Main Role

\ Provide security monitoring, analysis and response service for 200/ organizations j
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Security Activities : Monitoring, Analysis and Response (1/3)

[Known Attacks] [Unknown Attacks]
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Security Activities : Monitoring, Analysis and Response (2/3)
2o)] Overall Framework of S&T-SEC

61 Organizations _ ==/ 61 Organizations

Response |

Security
Operators

SMARTer
(System)

(Capacity)1 million security events per 1 min = Semi-Auto Analysis = Quick Notification

Collection ) Analysis and Monitoring »  Response 3

SMARTer consists of 5 Main Systems >
Real-time attack view
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SMARTer : Security Monitoring, Analysis and Response soluTion extended release



Security Activities : Monitoring, Analysis and Response (3/3)

n Emel‘gﬁnq Response Response support for situations in which response is impossible for the information security manager

For minimize damage by Cyber attacks, SOC deny abnormal
connection between attacker and victim during non-business hours
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Security Activities : Accident Analysis & Recovery

On-Off Site Accident Countermeasures
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Security Activities : Security Consulting

Security Consulting for Preventing Cyber Threats and Attacks
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Security Activities : Information Sharing & Education

Security Technology Trend and Security Guide for Institutes
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SECURITY R&D




R&D : Technical Issues

a Low analysis efficiency n Focusing on Known Attacks
S&T-SEC
- Heavy workload for analyzing cyber threats ’” >

 Difficulty in analyzing large-scale attacks, DDoS, etc.

20 millions security
events per day
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- Constantly emerging unforeseen cyber  Biased analysis for highly experienced attacks

threats, i.e, 0-day, 1-day, etc. « Different quality by technical level and know-how

of experts

 Signatures only detect known attacks




R&D : Roadmap — Human based - System based

Conduct Various R&D for Security Monitoring Automation and Next Generation Security Monitoring

‘ ) Fully-automatic Al Test Platform Al Security Monitoring Platform
o Analysis

@
Security Data Visualization Auto Response for unknown attack and APT
(K-cube, VIZCosmos, VIZSpacer)
Security Event Auto Verification System
(SMARTer)
e Analysis
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R&D : SMARTer

Auto-Verification A Igorithms for analysis techniques and know=how

n Concept of SMARTer : Automated Verification of Security Events
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S&T-CSC

Auto-Verification Based on
Attack Characteristics

Target
Institutes
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TMS Events '

SMARTer (Security Monitoring, Analysis
and Response soluTion extended release)
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R&D : KISTler

Autemation tetal Al creation process with ene flow & Al

tion for security menitoring

a Al Building Platform of Building Al Models for Security Monitoring ( 2018 ~)

(e N

Research environment to develop Al Security Monitoring Methodology

. There are numerous information that are created by various security systems(Firewall, IDS, IPS, VPN, and others), so it is not easy to adopt

Artificial Intelligence on Security Monitoring Area.
J Al Test Platform for Security Monitoring will be established to perform various research on Collection, Extraction, Normalization, and

Validation phase for develop an Al system for Security Monitoring

--------------------------------------- | Process of Al Test Platform I-----------------------------------------------------
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R&D : KISTler

Automation total Al creation process with one flow & Al Model Optimization for security monitoring
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R&D : Visualization of IDS Alerts

n Overcome of the main limitation (Text-based analysis) in SMARTer & Al models

[ /-; Monitoring Behaviors of Each System ViZC@)S Correlation Analysis for All IPs

VizSpacer
Vizualization of Security events, potential attacks Vizualization of Correlation of security events
and root causes for emergence response and Monitoring of sophisticated attacks
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R&D : Honeynet and Darknet

® A network consisting of virtual systems, i.e., servers, personal computers and
mobile phones with intentional vulnerabilities.

* Has been set up from 2013 to 2014, to invite hackers to the virtual systems and collect
and analyze their activities and methods.

* Allows detecting unknown malicious activities and codes.

Detection of unknown malware using Virtual Network
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Conclusion
m S&T-CSC

« Has experience, know-how and techniques more than 18 years
* Security Monitoring, Analysis and Response technology /[ CD a4EH7] S AO|HHOFEIMIE] J\

> SMARTer : building a lightweight solution(’16) Sience and Technolagy Gyber Securlly Genter
» Visualization System : K-Cube, VizSpacer/CosMos

» Honeypots and Darknet, Al Platform, etc.
* Various Security Services

» On-off site accident analysis

» Emergency Response

» Security consulting

» Security Education, etc

= Other countries, ministries, CERTS, etc
« Collaboration with S&T-CSC
» Technology transfer, MoU, etc.

61 Organizations

- Effectively deploy and manage security infra. & policy, etc. T

* Provide high-quality security service






