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Architecture of CERNET organization
and management
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Management scope of CERNET network
security
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G+» CERNET network security architecture
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CERNET network security emergency

e :
&2 response and handling procedure
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CERNET network security emergency
response and handling procedure
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CERNET operation security support
architecture
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CERNET/CERNETZ2 backbone operation
and monitoring

Network traffic monitoring Dual IS backbone node & link monitoring

* Deploy threat detection system

Application security monitoring
* Deploy DPI device

Node anomaly detection

Backbone route monitoring system
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* Deploy device health monitoring system
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* Deploy platform resource monitoring system

Big data security analysis R

* Deploy situation awareness system with big data security analysis I l
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CERNET/CERNETZ2 backbone operation
and monitoring

* 7x24 monitoring and response

° Timely response Backbone syslog
ananlysis system

» Location

* Fault & incident location

- Source trace - — |
* Detailed CLI commands of all operators in syslog :%j( I

- Mitigation or counter measure : —
* IP address blocking, BGP black hole e Em;r,::;gm =
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CERNET/CERNET?2 backbone routing
security mechanism

Diversity on device vendors
Self-developed NMS
SAVA deployment

Global inter-domain route
hijack monitoring system

MANRS initiative member

* Filtering
* Anti-spoofing
* Coordination

* Global validation
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CERNET/CERNET2 backbone security
monitoring

Virtual currency mining monitoring Network attack
monitoring
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CERNET/CERNET2 backbone security
service
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@ Introduction of CCERT

 CERNET Computer Emergency Response Team
» The first CERT in China (1998)

* Provide security service and support to research and
education customer networks

- CCERT national center is located in Tsinghua University,
with the collaboration from other region/node CERT all
over China

* https.//www.ccert.edu.cn
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G=» Responsibility of CCERT

» Network security monitoring

- Security incident response

- Research on network security

- Security advisory publication

- Network security technology training
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- Domestic network security complaint report
- Website security incident

- DDoS incident
- International network security complaint report



Domestic network security complaint report

Jan-22 Feb-22 Mar-22 Apr-22 May-22 Jun-22 Jul-22 Aug-22 Sep-22 Oct-22 Nov-22 Dec-22

DDOS attack  m Port scanning M System intrusion B Website security Other security incident Phishing site




Website security incident

= Sensitive information leak = Weak password = Privilege control error
= SQL injection = System vulnerability = Other vulnerability

Privilege control error SQL injection

Sensitive information leak Weak password Other vulnerability | System vulnerability




DDoS incident

JAN-22 FEB-22 MAR-22 APR-22 MAY-22 JUN-22 JUL-22 AUG-22 SEP-22 OCT-22 NOV-22 DEC-22



International network security
complaint report (abuse@cernet.edu.cn

BitTorrent
ssh/ssh2
botnetattacks
W TCP/TCPPORT SCAN
M other
B spoofingattackorwrongSPFconfiguration
SPAM
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